
PRODUCT OVERVIEW

OpenText Adversary Signals
Discover, define, and contextualize cyberthreats  
with SaaS-based global signal analytics

Sophisticated threat actors attacking large organizations 
know how to disguise their identities and leverage complex 
networks to conceal their activity and intended targets. 
Traditional security measures often fall prey to these tactics 
by focusing on “NearSpace” monitoring, leaving a notable 
gap by overlooking the crucial “FarSpace.” Without relevant, 
actionable insight into threats and their signal activity, 
protecting critical assets becomes a guessing game.
OpenText™ Adversary Signals is a SaaS-based global signal analytics 
technology that discovers malicious internet traffic relevant to your 
organization, defines the digital genealogies of your attackers, and monitors 
against future attacks. It unmasks adversarial behavior, seeing past digital 
disguises and identifying early signs of attacks against your organization 
while outlining sophisticated attack paths. Using insights derived from internet 
traffic, it provides your organization with relevant and actionable intelligence 
about the activity affecting your network.

While similar to attack surface management, which provides a “what could 
happen” overview, the signals-based analytics of OpenText Adversary Signals 
instead provide a report of “what has happened” and “what is happening.” The 
solution looks beyond the borders of your organization, into global internet 
signals, known as the FarSpace, to provide a holistic view of divisions being 
targeted and how threat actors’ malicious attacks are being carried out across 
your attack surface.

Benefits
•	Detect threats earlier with a 
precise view of global signals 
directed at your organization

•	See beyond digital disguises 
to identify threat actors and 
monitor their activity

•	 Reduce costs through fast, 
zero-touch SaaS deployment

•	Optimize response with 
tailored insights and 
automated countermeasures
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Detect threats earlier with a precise view of 
global signals directed at your organization
OpenText Adversary Signals offers insights beyond traditional NearSpace 
models like SIEM, MDR, and XDR. It extends your reach beyond the borders of 
the organization to find key insights in global internet signals.

In its simplest deployment, OpenText Adversary Signals does not require 
additional infrastructure deployment or ingestion of log files to deliver targeted 
and accurate results. It runs machine-aided adversary analytics on global 
signals entering and exiting a user-defined “covered space” to help you 
determine the intent of scanning activities directed at your organization. It can 
then remove noise through “deconflicting entities,” filtering out broad threats 
observed elsewhere in the world to provide a more precise view of the attacks 
specific to your environment.

By integrating with your existing security infrastructure, OpenText Adversary 
Signals can then combine NearSpace and FarSpace data to provide 
“MultiSpace” analysis for enhanced insight into malicious signals and threats 
across multiple branches of your organization.

See beyond digital disguises to identify 
threat actors and monitor their activity
Uncover who is attacking you and get a bird’s eye view of malicious activity 
targeting your network with threat actor attribution and adversarial activity 
mapping. OpenText Adversary Signals lets you uncover the origin of malicious 
activity and provides enhanced details for context, attack techniques, and 
actor motivations to build accurate adversary profiles. A broad collection of 
global threat intelligence insights helps identify resources and techniques of 
known adversaries. Malicious actors are investigated and monitored, with their 
global activities cataloged, providing you with opportunities to block breaches 
before they occur.

Reduce costs through fast,  
zero-touch SaaS deployment
OpenText Adversary Signals can be deployed without additional hardware and 
requires only minimal effort for integration. It is delivered as a plug-and-play 
SaaS service, with tailored threat intelligence based on each environment’s 
unique set of incoming and outgoing internet signals. The solution easily co-
exists with other security infrastructure and raises the ROI of SIEM, XDR, MDR, 
and more. It helps reduce the blind spots of traditional SOC tools and amplifies 
the effectiveness of security operations.

Optimize response with tailored insights 
and automated countermeasures
OpenText Adversary Signals provides automated countermeasures 
and defensive capabilities based on the characteristics of identified 
threats. This can also be mapped to the ThreatHub Research platform for 
additional integrated guidance. The solution can prioritize and implement 
countermeasures based on early-warning risk and threat signals. This 
accelerates the development of overall threat readiness and response.

By providing insights into malicious internet signals, OpenText Adversary 
Signals offers a unique perspective into ongoing attacks, enabling organizations 
to understand precisely what is happening and how they are being targeted. 
Through advanced FarSpace analytics, backed by deconfliction filters, 
OpenText Adversary Signals equips you with relevant and actionable insights 
customized to your organization’s unique network so you can detect threats 
earlier and mitigate risks effectively. 
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With OpenText Adversary Signals, organizations can evolve beyond 
reactive NearSpace security operations to proactively discover, define, and 
contextualize cyberthreats in the FarSpace with global signal analytics.

Understanding MultiSpace Analysis with OpenText Adversary Signals

OpenText Adversary Signals features

FarSpace analysis Look beyond your digital borders with global signal analytics that leverage 
machine models to analyze malicious internet signals directed at your 
organization to determine how and where you’re being targeted.

MultiSpace analysis Integrate OpenText Adversary Signals with your existing security 
infrastructure to combine your NearSpace and FarSpace data for analysis that 
identifies common threats across multiple branches.

Deconfliction threat analysis Filter out noise and provide precise views of attacks specific to your  
environment, distinguishing between targeted attacks and broad-level 
campaigns.

Threat actor attribution Gain insights into the origins of malicious activity with enhanced threat actor 
attribution that sees past digital disguises to provide valuable context for 
building accurate adversary profiles.

Adversarial activity mapping Identify known adversaries’ resources and techniques while cataloging their 
global activities to help block breaches before they occur.

Optimized incident response Prioritize and implement response with automated countermeasures based on 
identified threats for enhanced readiness.

Cross-agency models Combine and cross-reference signals, patterns, and indicators of compromise 
across multiple agencies to corroborate findings and uncover blind spots, 
commonalities, and hidden connections.

SaaS-based deployment Deploy OpenText Adversary Signals effortlessly as a plug-and-play  
SaaS service.
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Resources
Learn more ›

Watch the intro video ›

OpenText Adversary Signals for 
government ›

OpenText Adversary Signals for  
energy and utilities ›

Keep up to date ›

https://www.opentext.com/products/core-adversary-signals
https://youtu.be/4djEahRQY8s?si=s7Vj05ML5mjSke8O
https://www.opentext.com/en/media/product-overview/opentext-core-adversary-signal-for-government-agencies-po-en.pdf
https://www.opentext.com/en/media/product-overview/opentext-core-adversary-signal-for-government-agencies-po-en.pdf
https://www.opentext.com/en/media/product-overview/opentext-core-adversary-signals-for-energy-and-utilities-po-en.pdf
https://www.opentext.com/en/media/product-overview/opentext-core-adversary-signals-for-energy-and-utilities-po-en.pdf
https://x.com/OpenTextSec



Accessibility Report



		Filename: 

		opentext-adversary-signals-po-en.pdf






		Report created by: 

		Sar Dugan


		Organization: 

		





 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.



		Needs manual check: 0


		Passed manually: 2


		Failed manually: 0


		Skipped: 0


		Passed: 30


		Failed: 0





Detailed Report



		Document




		Rule Name		Status		Description


		Accessibility permission flag		Passed		Accessibility permission flag must be set


		Image-only PDF		Passed		Document is not image-only PDF


		Tagged PDF		Passed		Document is tagged PDF


		Logical Reading Order		Passed manually		Document structure provides a logical reading order


		Primary language		Passed		Text language is specified


		Title		Passed		Document title is showing in title bar


		Bookmarks		Passed		Bookmarks are present in large documents


		Color contrast		Passed manually		Document has appropriate color contrast


		Page Content




		Rule Name		Status		Description


		Tagged content		Passed		All page content is tagged


		Tagged annotations		Passed		All annotations are tagged


		Tab order		Passed		Tab order is consistent with structure order


		Character encoding		Passed		Reliable character encoding is provided


		Tagged multimedia		Passed		All multimedia objects are tagged


		Screen flicker		Passed		Page will not cause screen flicker


		Scripts		Passed		No inaccessible scripts


		Timed responses		Passed		Page does not require timed responses


		Navigation links		Passed		Navigation links are not repetitive


		Forms




		Rule Name		Status		Description


		Tagged form fields		Passed		All form fields are tagged


		Field descriptions		Passed		All form fields have description


		Alternate Text




		Rule Name		Status		Description


		Figures alternate text		Passed		Figures require alternate text


		Nested alternate text		Passed		Alternate text that will never be read


		Associated with content		Passed		Alternate text must be associated with some content


		Hides annotation		Passed		Alternate text should not hide annotation


		Other elements alternate text		Passed		Other elements that require alternate text


		Tables




		Rule Name		Status		Description


		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot


		TH and TD		Passed		TH and TD must be children of TR


		Headers		Passed		Tables should have headers


		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column


		Summary		Passed		Tables must have a summary


		Lists




		Rule Name		Status		Description


		List items		Passed		LI must be a child of L


		Lbl and LBody		Passed		Lbl and LBody must be children of LI


		Headings




		Rule Name		Status		Description


		Appropriate nesting		Passed		Appropriate nesting







Back to Top
