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Method and Objectives

This research examines how large enterprises are preparing their information
environments for Al and adopting GenAl for real-world use cases. It explores
the business challenges organizations hope to solve with Al, the operational
impact of poor information management, and current levels of GenAl adoption
and trust. The survey also assesses how ready organizations’ content, data,
and governance practices are to support Al.

This report highlights the impact of poorly managed information on productivity
and decision-making, the maturity of GenAl adoption and defined Al roadmaps,
and the level of trust leaders place in Al-generated outputs based on their own
data. Findings also surface critical concerns around data security and
regulatory compliance; the role of information governance in enabling safe Al;
and the specific measures organizations are taking to mitigate risk while
unlocking value from GenAl.
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Total respondents 113 qualified respondents

Collection method
Online questionnaire

Geography U.S.

Company size : 1,000 employees or more

Senior decision-makers

Qualified respondents are employed in senior
IT/Technology and Line of Business roles
(Manager and above)



Respondent Profile
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Enterprise organizations
Mean: 6,053 employees

34%
29%

20%

1,000 - 2,499 2,500 - 4,999 5,000 - 9,999 10,000 or more

- ]

FQU[‘]DRY S1: Approximately how many people are employed in your entire organization or enterprise? (Please include all plants,
divisions, branches, parents, and subsidiaries worldwide.)?
Base 113 qualified respondents



Top verticals: manufacturing, technology, financial services

Manufacturing, Production, Distribution (Industrial, High-Tech, Aerospace, Life Sciences) _ 15%
Technology/Computer-related products and services _ 12%
Financial services (banking, insurance, accounting, tax, etc.) |GGGl 11%
Retail || TG °%
Architecture, Building, Construction, Engineering _ 8%
Travel, Hospitality (accommodation and food services) || 7%
Professional services (Legal services, Business services, Consulting, etc.) _ 6%

Education (Higher education/University) - 5%
Healthcare/Medical/Pharmaceuticals - 5%
Energy (Utilities, Oil, Gas) - 5%
Media, Entertainment, Content - 4%
Government: State or Local - 3%
Transport [ 3%
Advertising, Marketing, PR . 2%
Government: Federal/Military . 2%

Telecommunications products and services . 2%

Other - 3%

FOUﬁDRY S2: Which of the following best describes your organization's industry or sector?
Base 113 qualified respondents



IT and Line of Business (LOB ) Decision-Makers

Job Role

53%

36%

1%
Executive IT/Network Non-IT/Line of
Management (e.g., Management Business Management

CEO President,
Owner, Partner)

o
FOUNDRY S3: Which of the following best describes your job function?
S4: What is your primary job title?
Base 113 qualified respondents

Job Title

Executive Management (e.g., CEO
President, Owner, Partner)

CIO (Chief Information Officer)

CTO (Chief Technology Officer)

CSO, CISO (Chief Security Officer,
Chief Information Security Officer)

CFO, Controller, Treasurer

COO, General Manager, Executive
Director, Managing Director

Chief Marketing Officer (CMO) or
top marketing executive

Other C-level executive
Executive VP, Senior VP
Vice President

Director

Manager

- B
B
B 0%

1%




Executive Summary
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Summary of Findings

. Poorly managed information is impacting the bottom line
o 90% consider information silos to be a challenge within their organizations
o 96% say poorly managed information has led to delays or missed deadlines.
= For most, it's not a one-off: 14% report this happens frequently and 73% indicate it has happened more than once.
o 68% report their organization has lost a potential business opportunity due an inability to access information in a timely manner

. Al is widely adopted, with smaller enterprises more likely to be in production
o Among organizations with 1,000 - 4,999 employees, 54% are actively using GenAl vs 43% of firms with 5,000 employees or more.
o Larger organizations are more likely to still be testing GenAl rather than running it in production.

. Security, output quality, and technical challenges are the biggest barriers to GenAl
o 83% cite data and security risks, 77% worry about output quality and reliability, and 69% see technical/integration challenges.
o  Specific challenges include data privacy and security (62%), limited in-house Al skills (39%), difficulty verifying outputs (36%), and insufficient user
training/change management (36%).

. Al is pushing organizations to upgrade their information foundations
o A majority (89%) indicate the need to adopt Al has accelerated their focus on information governance.
o  While organizations are ambitiously pursuing Al, 72% admit they face foundational challenges with information sprawl and inconsistent quality.
o Many use automated tools (84 %), classification policies (82%), and lifecycle management (80%), however 78% still perceive their governance as
practices as developing and inconsistent.

. When Al runs on their own data, most leaders trust it, but still want human oversight
o 36% report moderate trust and 35% high trust in Al outputs based on their organization’s data; just 20% report complete trust.
o ITDMs (65%) are more likely than their counterparts in other areas of the business (46%) to report high trust in Al outputs based on organizational data.

. Broad security and privacy concerns around GenAl remain
o 96% cite at least one concern; top issues are IP protection (61%) and regulatory compliance (60%).
o Oversharing/ leakage of sensitive information (53%) and data sovereignty (49%) are also widely cited.
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Summary of Findings (continued)

. Organizations are taking concrete steps to mitigate GenAl risk
o Top measures are cleaning up and governing data (58%), implementing monitoring and audit trails (52%), and using specialized security tools (48%).
o Enterprises with between 1,000 and 4,999 employees are more likely than larger organizations to be providing user awareness training (49% compared
to 29%).

. GenAl maturity correlates with disciplined data quality practices
o Among organizations actively using GenAl, 86% assess data quality and clean/prepare data before use.
o  GenAl maturity is linked to disciplined data quality practices. Of those still testing, planning or investigating GenAl, less than half (45%) both assess and
prepare data.

. Content curation for Al is the norm
o 96% curate content/data for Al in at least some way; half maintain numerous curated sets across use cases.

. Clear Al roadmaps separate leaders from experimenters
o 55% of organizations actively using GenAl have an enterprise-wide Al use-case roadmap, versus 21% of those still testing, planning or investigating the
technology.

. Where leaders want Al help most: complexity, security, and automation
o Nearly all (98%) cite one or more business impacts resulting from challenges that could be addressed by Al, including productivity (38%) and data
quality issues (37%).
o Top opportunities for Al are addressing complex processes and workflows (61%), data security/privacy/compliance (59%), and automating manual
tasks (53%).
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Results
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Workflow complexity, data security, and lack of automation are
perceived as top problem areas that could be addressed with Al

Top challenges organizations could address with Al
(Select up to 5)

Complex processes and workflows 61%
Data security, privacy, and compliance concerns 59%
Manual tasks/lack of automation 53%
Limited access to historical or contextual customer data 38%
Difficulty accessing information 37%
Poor data quality 35%
Application overload 349, Application overload is more likely to be
cited by larger organizations (5,000
Unmanageable volumes of information 31% employees or more) (48% compared to
_ _ _ 25% of organizations with 1,000 - 4,999
Department/information silos 27% employees)
Content sprawl 15%
Other 1%

None of the above 2%

FOUf.\DRY Q1: From your perspective, what are the top challenges your organization could address with the help of Al solutions?

11
Base 113 qualified respondents



Nearly all (98%) cite business impacts resulting from challenges that
could be addressed by Al, including productivity and data quality issues

FOUNDRY

Current business impacts resulting from top challenges
(Select all that apply)

Lower overall productivity

Lack of quality data for decision-making
Increased costs

Increased security risk

Difficulty allocating resources effectively
Poor collaboration between teams
Missed revenue opportunities

Lower quality products or services
Slower time to market

Slow to adapt to changing business needs
Decreased employee satisfaction
Falling behind competitors

Decreased customer satisfaction
Difficulty attracting/retaining talent
Damage to company reputation

None of the above

Q2: How are the challenges you mentioned in the prior question currently impacting your organization?

Base 111 qualified respondents citing challenges that could be addressed with Al

2%

38%
37%

35%
35%
34%
33%
33%
280/0
280/0
25%
25%
25%
230/0
200/0

16%

Poor collaboration between teams is
more likely to be reported by larger
organizations (5,000 employees or
more) (46% compared to 26% of
organizations with 1,000 - 4,999
employees)

VP and above titles are more likely to cite
missed revenue opportunities (43%
compared to 22% of those in Director/
Manager roles)

12



Decision makers estimate workers spend about 2 hours per day
searching for information they need to do their jobs

In a typical day, how much time do you estimate workers spend searching
for information that they need to do their job?

m 5,000 employees or more ®m 1,000 - 4,999 employees
2.1 hours on average 1.6 hours on average

More than one-quarter of those at large

organizations (26%) estimate workers

spend 3 hours or more in a typical day
37% searching for critical information.

30%

18% 19%

7%

5% 4%
T B
Less than 30 30 minutes to 1 hour 1 toless than 2 2 to less than 3 3 toless than 5 5 hours or more
minutes hours hours hours (They spend most of

the day searching for
key information)

Q3: In a typical day, how much time do you estimate workers spend searching for information that they need to do their job?
Base: 113 qualified respondents

FOUNDRY
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6%

report delays or missed deadlines have been
caused by poorly managed information

Q4: In your estimation, how frequently do delays or missed deadlines occur in your department
due to poorly managed information (content and data)?
Base: 113 qualified respondents

FOUNDRY

Frequency of delays or missed deadlines due to poorly
managed information (content and data)

14%

Frequently

73%

Sometimes

9%

Rarely

4%
]

Never

14



8%

Report their organization has lost a potential
business opportunity due to an inability to
access information in a timely manner

Q5: To the best of your knowledge, has your organization ever lost a potential business
opportunity due to an inability to access information in a timely manner?
Base: 113 qualified respondents

FOUNDRY

To the best of your knowledge, has your organization
ever lost a potential business opportunity due to an
inability to access information in a timely manner?

68%

26%

6%

Yes No Don't know
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0%

consider information silos to be a challenge
within their organizations

Q6: To what extent would you consider information silos a challenge within your organization?
Base: 113 qualified respondents

FOUNDRY

To what extent would you consider information silos a
challenge within your organization?

63%
27%
i 4%
Very challenging Moderately Not very challenging Not challenging
challenging

16



One-half (50%) indicate their enterprises are actively using GenAl

Gen Al Adoption

Generative Al (GenAl) large language models (LLMs), small language models (SLMs), and chat-
based interfaces can learn from existing artifacts to generate new, realistic artifacts (at scale) that
reflect the characteristics of the training data but don’t repeat it. GenAl can produce a variety of

novel content, such as images, video, music, speech, text, software code and product designs. 509
(o]
26%
19%
5%
1%
We have no plans to investigate We plan to investigate GenAl We have not implemented We are testing GenAl We are actively using GenAl
GenAl technology technology within the next 12 GenAl technology yet but are technology but haven't put it into technology within our
months investigating solutions production. enterprise.

FOUﬁDRY Q7: Please select the option that best reflects your organization's current situation with respect to GenAl?

Base 113 qualified respondents
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GenAl is on the roadmap at enterprises of all sizes; Larger
organizations are more likely to be testing the technology

Gen Al Adoption

Generative Al (GenAl) large language models (LLMs), small language models (SLMs), and chat-
based interfaces can learn from existing artifacts to generate new, realistic artifacts (at scale) that
reflect the characteristics of the training data but don’t repeat it. GenAl can produce a variety of

novel content, such as images, video, music, speech, text, software code and product designs. 54%,
43%
5,000 employees or more 38%
1,000 - 4,999 employees
23%
18%
12%
5% 6%
(o)
2% 0%
We have no plans to investigate We plan to investigate GenAl We have not implemented We are testing GenAl We are actively using GenAl
GenAl technology technology within the next 12  GenAl technology yet but are technology but haven't put it into technology within our
months investigating solutions production. enterprise.

FOUNDRY

Q7: Please select the option that best reflects your organization's current situation with respect to GenAl?
Base 113 qualified respondents
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Data security and output reliability are leading GenAl adoption concerns

Concerns regarding GenAl adoption

(Select up to 5)

Data privacy and security risks (e.g., data leakage, oversharing)
Limited in-house technical expertise or Al skills
Difficulty verifying Al-generated content without human oversight

Insufficient user training or change management planning

Inaccurate or unreliable outputs (e.g., hallucinations, biased results, reasoning errors)

FOUNDRY

Lack of a clear Al strategy or governance framework
Regulatory non-compliance

High implementation costs

Use of Al beyond approved use cases

Inconsistent content quality

Scalability and management of Al agents

Organizational resistance or lack of user adoption
Dependency on legacy or highly customized systems
Information sprawl

Difficulty measuring and demonstrating business value or ROI

None

Q8: What top concerns, if any, does your organization have about introducing GenAl solutions?
Base 113 qualified respondents

I 2%
I 39%

| 36%

| 36%

| 35%

| 27%
I 23%
I 23%

| 22%

| 21%
N 19%

| 19%

N 8%
I 16%
I 16%
B 3%

Data & security risks (NET)

Output quality & reliability (NET) 7%
Adoption & change (NET) 54%
Strategic & governance (NET) 47%

Cost & investment (NET)
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While organizations are ambitiously pursuing Al, 72% admit they face
foundational challenges with information sprawl and inconsistent quality

Al Readiness: Agreement Statements

m Strongly Agree Somewhat Agree Somewhat Disagree = m Strongly Disagree = ®Not sure

We are exploring or implementing Al-powered tools for metadata
creation and classification

40% 42% 12% VLN

We actively use techniques to connect GenAl models with our
enterprise content for more accurate results (e.g., retrieval methods)

38% 38% 12% VBV

We face challenges with information sprawl and inconsistent content

quality 27% 45% 14% 1% 4%
Our content is generally accurate, relevant and trustworthy 25% 27% 29% 16% 4%

Metadata tagging and classification practices are consistently applied
and content is discoverable

24% 31% 26% 1% 9%

We have a lot of outdated, redundant or unnecessary content that
needs cleanup

26% 25% 24% 21% 4%

Metadata tagging and classification practices are inconsistent or
lacking, making it difficult to find and use content effectively

19% 27% 23% 21% 10%

Our organization's data and content are not ready to support Al 13% 23% 32% 28% 4%

N I

FOUﬁDRY Q9: Please rate your agreement with the following statements regarding the 'Al-readiness' of your organization's
unstructured data and content (e.g., documents, rich media) as a foundation for effective GenAl deployment.
Base 113 qualified respondents
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Just over half (55%) report high levels of trust in Al-generated
responses based on their organizations’ data

Trust in Al-generated responses based on organizations’ data
and content to inform business decisions

36% 35%

7%

Do not trust at all - | would not use  Low trust - | would only use Al Moderate trust - | see value, but High trust -  would rely on Al  Complete trust - | would confidently
Al outputs in decision-making  outputs with heavy validation and still would verify most Al outputs  outputs with occasional checks use Al outputs to inform business
oversight before acting decisions

20%

[
FOUNDRY Q10: How much would you trust Al-generated responses based on your organization's data and content to inform business 21
decisions?
Base 113 qualified respondents



ITDMs are more likely than their counterparts in other areas of the
business to report high trust in Al outputs based on organizational data

Trust in Al-generated responses based on organizations’ data
and content to inform business decisions

m T function @ Non-IT/LOB function

48%

45%

28%

25%
21% °

17%

7% 8%

0% _Z
| |

Do not trust at all - | would not use  Low trust - | would only use Al Moderate trust - | see value, but High trust - | would rely on Al  Complete trust - | would confidently
Al outputs in decision-making  outputs with heavy validation and still would verify most Al outputs  outputs with occasional checks use Al outputs to inform business
oversight before acting decisions

[
FOUNDRY Q10: How much would you trust Al-generated responses based on your organization's data and content to inform business 22
decisions?
Base 113 qualified respondents



Nearly all (96%) cite security concerns about using GenAl for content
management, with IP protection and regulatory compliance top of mind

Which data security and privacy concerns impact your organization’s
use of GenAl for content management?
(Select all that apply)

Intellectual property protection (e.g., GenAl training on proprietary data,

o
copyright infringement) 61%

Compliance with data privacy regulations (e.g., GDPR, HIPAA) 60%

Oversharing sensitive information or data leakage through GenAl

(0]
outputs 53%

Data sovereignty (data residing in specific geographical locations) 49%
None of the above 4%

FOUf.\DRY Q11: Which data security and privacy concerns impact your organization's use of GenAl for content management? 23
Base 113 qualified respondents



To mitigate security risks when using GenAl, organizations are
prioritizing data cleanup, data governance, and continuous monitoring

What specific measures are being taken or planned to mitigate data security
and privacy risks when using GenAl? (Select all that apply)

Implementing data clean-up and governance projects (e.g., cleaning up messy 58Y%
tagging, removing outdated or redundant content, updating permissions) °
Implementing continuous monitoring and audit trails for Al agent activity and data 5
52%
access
Using specialized tools to monitor and manage Al security and risk 48%
Utilizing data classification and sensitivity labels 43%
Providing user awareness training 42% Enterprises with between 1,000
. o and 4,999 employees are more
Applying granular access controls gnd permission management for content 39% likely than larger organizations to
accessible to GenAl provide user awareness
Oversight of third-party vendors/partners handling Al data 37% T [0 GRITRETEL U0 Z278):
Hosting sensitive data on a private cloud or on-premises solutions 36%
Restricting GenAl access to external web search/third-party apps to prevent data 329
exfiltration 0

None of the above 2%

FOUf.\DRY Q12: What specific measures are being taken or planned to mitigate data security and privacy risks when using GenAl? 24
Base 112 qualified respondents with Al in use or on their radar



While Al adoption is accelerating the focus on information governance,
/8% agree that governance practices are still developing

Information Governance Maturity: Agreement Statements

m Strongly Agree Somewhat Agree Somewhat Disagree = m Strongly Disagree = ®Not sure
The need to adopt Al has accelerated our focus on improving our information 0 0 o
governance 43% 46% 5%
Human oversight is an integral part of our Al-driven content management and 36% 50% 1% 2
0 0 0 ©

approval processes

We utilize automated tools for information governance tasks (e.g., for
classification, retention, access controls)

37% 47% 12% S

L 43%

- 36%

L 37%
We have clear organization-wide cléaos:gﬁtation and categorization policies for 51% 15%
R 0% 15%
We regularly audit and remove outdated or redundant content 44%, 13%
O O amg challonges for AUGenAL 39% 14%
e L G 3% 20%
e 1% 2%

Our information governance maturity is high, requiring minimal additional 27% 329 239
(o) (o] (o} (s} ()

investment for Al preparedness

FOUﬁDRY Q13: To what extent does your organization's current information governance maturity support the effective and secure use o5
of Al? Please rate your agreement with the following statements.
Base 113 qualified respondents



Six in ten (65%) report there are processes in place to assess data
quality and prepare or clean data before use in Al or analytics

Does your organization have processes in place to assess and prepare
data for use in Al or analytics?

65%

21%
12%
|
We assess data quality and We assess data quality but don't We prepare or clean data before  We don't assess data quality or Not applicable - we're not currently
prepare or clean data before use. prepare or clean data before use. use but don't formally assess data prepare or clean data before use. using our data in Al or analytics
quality. tools
FOUNDRY Q14: Does your organization have processes in place to assess and prepare data for use in Al or analytics?

Base 113 qualified respondents
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GenAl maturity is linked to disciplined data quality practices

86% Does your organization have processes in place to assess and
prepare data for use in Al or analytics?

m Actively using GenAl O Testing/Planning/Investigating GenAl
45%
32%
20%
1%
4% 9 9
0% 2% 0% 2%
. .
We assess data quality and We assess data quality but don't We prepare or clean data before  We don't assess data quality or Not applicable - we're not currently
prepare or clean data before use. prepare or clean data before use. use but don't formally assess data prepare or clean data before use. using our data in Al or analytics
quality. tools
FOUﬁDRY Q14: Does your organization have processes in place to assess and prepare data for use in Al or analytics? 27

Base 113 qualified respondents



Nearly all organizations (96%) are curating content for one or more Al
use cases

Does your organization curate content and data for domain, department,
or task-specific Al use cases?

50%
42%
4% 4%
Yes, our organization has numerous Yes, our organization curates content and Yes, our organization curates content and No, our organization does not curate any
curations of content and data for various data for some departments. data for one specific use case. content and data for Al use cases.
use cases.
o
FOUNDRY Q15: Does your organization curate content and data for domain, department, or task-specific Al use cases?

Base: 113 qualified respondents
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Just 38% have a clearly defined roadmap of Al use cases across the
enterprise

Does your organization have a clearly defined roadmap of use cases for Al?

41%
38%
16%
5%
Yes, across the enterprise Yes, in some departments No, but in development No, we are still exploring
o
FOUNDRY Q16: Does your organization have a clearly defined roadmap of use cases for Al? 29

Base: 113 qualified respondents



Just over half (55%) of active GenAl users have an enterprise-wide
roadmap for Al

Does your organization have a clearly defined roadmap of use cases for Al?

Actively using GenAl Testing/Planning/Investigating GenAl
55%
43%
39%
29%
21%
7%
4% 20,
Yes, across the enterprise Yes, in some departments No, but in development No, we are still exploring

o
FOUNDRY Q16: Does your organization have a clearly defined roadmap of use cases for Al?
Base: 113 qualified respondents
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