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One OSM

Agentic Al

Incident Prevention

Discover * Using incident, change,
more AlOps & CMDB data
Improve
customer Al-powered automation

* Service Desk and ITOps Aviator-based Al and automation
* Automation Center Aviator scripting

Expand  gervice

25_2 integrations

Expanded coverage and reporting
* Discovery edge

Cloud Q * Configurable dashboards by user
your way Customer Service Management
* Expand ITSM to CSM
o ®
Discovery Added & improved connections
d Al * Dynatrace and Intune with CMDB
an * Raynet and ZENworks with Service Management
additions xpanded options + Dynatrace, AppDynamics, and BMC improved integration with AIOps

* Automation Center and Aviator off-cloud
* Network Observability as Private Cloud and SaaS
* Event management for AlOps in the cloud

O
/

Additional use cases

+ Service Management beyond IT :
* Discovery of OT, lo ; \ :
« Aviator f R ) \ OpenText ©2025. All rights reserved. 41




OpenText™ Hybrid Cloud Management X (HCMX) FinOps Express CE 23.2

[m Bt | (5) | HYBRID CLOUD MANAGEMENT X | = INSIGHTS

Reduce overall cloud spend

CLOUD INSIGHTS OVERVIEW

RESERVED INSTANCES
CLOUD INSIGHTS
POTENTIAL YEARLY SAVING

RS BECHTS COMPICURATION STATLS

Last Update $130,574.0¢
Hext Update 49 SUMMARY
e SCOTE‘ Yot Inslghts seoe helps you quithly
* Monitor cloud spend with granularity S ] ) -
/& Juni 18
Hext Update

« Gather powerful insights for optimizing the usage of clouds

* Put cloud spend guardrails around teams that provision
cloud resources (e.g., Developers) to prevent overspending

« Tame mismanaged accounts with real-time budget
governance and ML/Al-based insights
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OpenText™ Service Management (SMAX) Private Generative Al CE 23.3

Eliminate service desk costs and
upgrade user experiences with

Innovate can receive for its services and the maximum amount Global Trade can spend on Innovate's
hardware. Innovate is responsible for providing hardware and services 1o Global Trade, and Global

]
Trade is responsible for paying Innovate for those services. The contract also includes a clause that
a n p e n a n p rl Va e prevents Global Trade from hiring Innovate employees or pursuing other similar relationships with

Innovate.

va-x-msg-reference (2) v

virtual agent

» Stay secure with a private LLM: Keep confidential and
intellectual property securely inside your own network

How much was paid?

| The total amount paid by Global Trade AG to Innovate Corporation was $1,000,000.00 USD
@ va-x-context-wam

« Reduce costs: Reduce the burden on, and need for, tier 1 _ —
service desk agents and automate smart routing of tier 2
escalations ’

when was it approved and when will it expire?

The contract was approved on August 17,2017 and will expire on August 2024.
ﬂ va-x-context-warn

* Impress users with contextual conversations: Engage
them with natural language through generative Al chatbots

* Resolve issues faster: Smart search provides incident OOVIR e s el

Innovate's liability for certain types of claims, but it does not address all potential risks. Additionally,

reSOI ution Ste ps a nd automation fu Ifi I IS req ueStS the contract contains a clause that allows Innovate to terminate the agreement for failure to pay,
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OpenText™ Service Management (SMAX) Private Generative Al CE 23.4

Reduce service desk costs and
elevate user experiences with a
private LLM virtual assistant

» Stay secure with a private LLM: Keep confidential and
intellectual property securely inside your own network

* Reduce costs: Reduce the burden on, and need for, tier 1
service desk agents and automate smart routing of tier 2
escalations

* Impress users with contextual conversations: Engage
them with natural language through generative Al chatbots

opentext’| (§ = ServicePortal

Give me a summary of our contract with Global Trade

{0 Our contract with Global Trade is a one-year agreement that sets the maximum amount of payments
w Innovate can receive for its services and the maximum amount Global Trade can spend on Innovate's
& hardware. Innovate is responsible for providing hardware and services to Global Trade, and Global
Trade is responsible for paying Innovate for those services. The contract also includes a clause that
prevents Global Trade from hiring Innovate employees or pursuing other similar relationships with
Innovate

va-x-msg-reference (2) v

© va-x-context-warn
@ Show more information

‘.?.‘7 T— - -

. E
- § How much was paid?
——

e

Vo

0=

The total amount paid by Global Trade AG to Innovate Corporation was $1,000,000.00 USD.
y
4 © va-x-context-warn

context-warl
@ Show more information

'» when was it approved and when will it expire?

N
*’ The contract was approved on August 17,2017 and will expire on August 2024
0 va-x-context-warn

@ Show more information

A~
are there any risks that we should be aware of regarding this contract? @8

i . s T,
- = £

Yes, there are risks associated with this contract. The contract contains a clause that limits
Innovate's liability for certain types of claims, but it does not address all potential risks. Additionally,

the contract contains a clause that allows Innovate to terminate the agreement for failure to pay, <
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OpenText™ Service Management (SMAX) CE 23.4

OpenText Service Management (SMAX)
now integrates with OpenText™ Core
Content Management to empower
service agents with relevant, easy-to-
access business data

» Save service agent time by reducing their need to switch
between applications.

* Improve service delivery by empowering service agents with
an easy, compliant way to access and manage business data.

» Safeguard business data in a secure, compliant central
repository.

= opentext’ | Service Management  Confract Management Home  Contracts

CONTRACT 1144 : Global Trade Service Contract

& Back < D save & Commen ts & Start discussion More ~

Active

> Execute .

Contract 11144

General *
B Y + B, Contrad
Workflow
O O Neme ® Q ¢ ) .
Related contracts v InNova
0 GlobalTrade Invoice 56795-S April 2023 pdf
Terms and Conditions O GlobalTrade - Purchasing Contract FY23.pdf
VVVVVV Innoval
Finance (] Billing Document Global Trade 23-S.pdf Contract Type Agreement

Contract Volume

Related documents Management Approval  Affirm,

Discussions

History
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OpenText™ Service Management (SMAX) CE 24.1

Cloud (SaaS) and off-cloud OpenText Service
Management (SMAX) customers can elevate
user experiences and cut support costs with
OpenText™ IT Operations Aviator

» Elevate user experiences. Empower users to resolve common
support requests with the help of private generative Al chatbots.

« Cut support costs. Free up overburdened agents by putting
generative Al chatbots to work on Tier 1 support tasks.

« Keep data private. Use a generative Al service that runs on a
private LLM, enforces access control, and has built-in
safeguards to make sure responses to user questions are
ethical and appropriate.

= opentext’ | Service Portal

Or input your request if you need help with something else.

Be aware the information provided may contain inaccuracies or errors. Review the content bef

based on company's policies and guidelines. Don't expose sensitive information during th

\. .

The "Family and Medical Leave Act (FMLA)" is a federal law in the United States that
employees with 12 weeks of paid leave per year for various reasons, including caring
baby, dealing with a serious illness, or being unable to perform their job due to a seri
— . important to note that eligibility requirements vary depending on the specific situatic
x to check with your company's HR department or consult with a lawyer if you have an
whether you qualify for FMLA leave.

References (3) ~

23114: What is FMLA
23213 : FMLA Qualifications
23212 : FMLA Eligibility

@ Show more information

. 4

Does OpenText require approval for pregnant mothers to t

Yes, according to the information provided in the article, OpenText does require appr
g pregnant mothers to take FMLA leave. However, this policy may be different than oth
E 8 soit's always a good idea to check with your own company's policies and procedure:

some states offer pregnancy accommodations under state laws, so it's worth resear
options as well.

@ Show more information
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OpenText™ Al Operations Management (Operations Bridge) Private Generative Al CE 24.2

Turn junior admins into expert
troubleshooters fast

+ Get instant insights fast: Provide troubleshooters with
instant information specifically about the problem they are
working on from vendor documentation and your own
knowledge base

* Reduce resolution time: Get a list of suggested steps to
remediate the problem

» Get started fast: just turn on OpenText Al Operations
Management Aviator plug-in

« Stay secure with a private LLM: Keep confidential
and intellectual property securely inside your own network

opentext” | Operations Bridge Manager CE 24.2 Workspaces v Administration v 7% AVIATOR

Workspaces > My Workspace
‘ Oracle Listener LISTENER process is not rt

ent Perspeciive X Select Page ~ C 53 (10-27) [Policy: OracleDB_Messages] (Ora

T = & EVENT DETALLS v @
H = Title
I T Systems_Infrastructure (] I @ mambo3 + v it = & sorry to hear that the Oracle Listener is ne
5 . 5 | N
Se..\/ Pr.. | | St.. | Time Received Title Oracle Listener LISTENER process running. Here are some steps you can take

is not running. (10-27) [Policy:

O 2/29/20241201:13pm % of cache getmisses to gets in dictionary cache (16.00%) oo high for C OracleDB_Messages] N troubleshoot and resolve the issue:
(O 2/29/202412:00:14 pm  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or. Lifecyele Stat 1. Check the listener status: You can use th
- ifecycle State .
n O 2/29/20241158:52am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or Oo ® © command “lsnretl status” to check if the i
pen R [© .
ES O 2/29/20241157:45am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or . ~ is running or not. If if's not running, you ca
O 2/29/20241155:48am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or Severity staringlifagaiilusinglthelcommand iy isnic
v v N start™.
O  2/29/202411:54:23am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or. Minor Low v Epe - - —
A 220/2024 1152 N § o0 Category Subcategory . Check the listener configuration file: Mal
O 2/29/202411552:07am  Buffer busy percentage (4.00% too high for ORA (>=3.00%). [Policy: Or that the listener conflguration file
Q  2/29/2024 11:48:34 am % of cache getmisses to gets in dictionary cache (16.00%) too high for C. - (" listeners.ora") exists in the appropriate
O 2/29/20241028:48am % of cache getmisses fo gets in dictionary cache (16.00%) too high for C| | Assignment e A e D G
O 2/29/20241022:55am % of cache getmisses to gets in dictionary cache (16.00%) oo high for C 8 - check the file by running the command “Is
O 2/29/202409:39:16am % of cache getmisses fo gets in dictionary cache (16.00%) too high for C A - Jopt/oracle/product/12.2.0/network/admin,
n O 2/29/2024 09:32:55 am of cache getmisses to gets in dictionary cache (16.00%) too high for C Description R rsora’.
v QO  12:45:45pm Oracle Listener LISTENER process is not running. (10-27) [Policy: Orz 3. Check the network settings: Make sure t
Solution
v O 124458pm ‘Inode space utilization for Logical Disk /mnt of type is09660 - Critical t > network setfings in the listener configurati
v O 124449 pm One or more SQL statements with elapsed time per execution too high ( Configuration Items aralconect yollcanidajihizlbyicheckingyth
v O 124443 pm One or more SQL statements with CPU fime per execution too high (>= 2% mambo3 [Windows] > NETWORK_HOME " parameter and ensur
v O 12:4437pm 6.00 tablespaces with blocks read fo physical reads oo high in INFPRD d 2 mambo3 Windows] > that it p“‘": o 'he‘ Y
O 1aiseo oRmo1ie 10 e block o fle 1 (block £ 95463 4. Restart the Oracle Database Service:
v O reaasbem 5210 error reading block from file 1 (block # 93463) Application Sometimes, restarting the Oracle Database
v O 124418pm Redo allocation latch percentage (2.00%) too high for ORA (>=1.00%). I | or2ciepp S i GO
v O 124412pm Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or Lounch can do this by running the command *sud
v o) 1/2024 06:46:17 am ‘Inode space utilization for Logical Disk /mnt of type is09660 - Crifical t/ -\~ N service oracle-db restart
v Q  3/1/202406:46:12 am One or more SQL statements with elapsed time per execution too high ( N © 5. Check the Oracle logs: Look for any erro
\nnotations
v O 3/1/2024 06:46:07am  One or more SQL statements with CPU time per execution too high (>= > warnings in the Oracle
v O 3/1/2024 06:46:02 am 6.00 tablespaces with blocks read to physical reads too high in INFPRD Custom Attributes (0) >
v (O 3/1/2024 064557 am  ORA-OLLLS: IO error reading block from file 1 (block # 93463) Time Conrinue generating
v O  3/1/2024 06:45:52 am Oracle Listener LISTENER process is not running. (10-27) [Policy: Oracl 3/7/2024 12:45:43 PM o oP
v O 3/1/202 7 2.00%; fe >=1.007 =
O 3/2/2024064547am  Redosllocstion atch percentage (2,001 oo high for ORA (=001, . 5/7/2026 124545 PM
v O 3/1/202406:45:42am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or Receive
what is the right directory for the
O 3/5/2024 08:0505am  ORA-OL115: IO error reading block from file 1 (block # 93463) . - N ® ° M
@) ] 3/7/2024 12:45:45 PM "NETWORK_HOME' parameter
O 3/5/2024080411am  Redo allocation latch percentage (4.00% too high for ORA (>=1.00%). I
-4 3/7/2024 12:45:45 PM
O 3/5/20240801:37am  Buffer busy percentage (4.00%) too high for ORA (>=3.00%). [Policy: Or
QO  3/5/2024 08:00:09 am FileSystem space utilization for Logical Disk /pciuser/tools/nexus/nexus History > O According to the documentation provided,
O  3/5/202407:59:11 am Oracle Listener LISTENER process is not running. (10-27) [Policy: Oracl More details > default value for the *"NETWORK_HOME
O 3/5/2024 07:54:50 am Oracle Listener LISTENER process is not running. (10-27) [Policy: Orac| parameter is
O 3/5/202407:5257am  FileSystem space ufilization for Logical Disk /pciuser/tools/nexus/nexus fopt/oracle/product/12.2.0/network . So,
Oracls t: , the
O 3/5/202407:5156am  Buffer busy percentage (4.00% too high for ORA (>=3.00%). [Policy: Or :'9 ”“"gf 'a‘he P;::;:;;Z’:?Mlsk <
O 3/5/202407:5048am  Redo allocation latch percentage (4.00%) too high for ORA (>=1.00%. I ‘rezfl:y for the /orodunt/12.20, pars
= ) ! would be * fopt/oracle/product/12.2.0/netw
O 3/5/202407:49:55am  ORA-OL115: IO error reading block from file 1 (block # 93463) However, Is Important fo nofe fhat the ex
O 3/5/2026 07:4413am  Oracle Listener LISTENER process is not running. (10-27) [Policy: Oracl _ directory path may vary depending on you
b Oracle Database installation and configura
430f 1351 (Iselected) €12 1286 16 15
A0 0 1298 v 16 17 0 Po Ko K % fer your mes

.
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OpenText™ Service Management (SMAX) CE 24.2

Boost service desk agent
productivity with GenAl that
suggests solutions

» Expedite ticket handling. Reduce time to fulfill requests by
helping agents understand incoming tickets and find solutions
with suggested responses.

» Elevate user experiences. Offer users superior support—
whether GenAl self-service or agent-assisted—so that
everyone can get back to work faster.

gement Requests Live Support Q B8 @

: Printer keeps giving message: out of order

Save Lclose (O Refresh (&) Comments (5 Start discussion |

Please suggest possible solutions for this ticket:
@ i 2 L : Printer keeps giving message: cut of arder

-~ Request details
@ Sure! Here are some possible solutions for the
*  Printer keeps giving message: out of order “Repair Office Printer” ficket based on the provided
|r!|'orm.a'!|on:

B I y A ar Symptom: Printer keeps displaying "0Out of Order*
Sl message

Printer keaps giving message: out of arder Bossible Cause:

1. Paper Jam: Check if thare it a paper jam inside
the printer. Turn off the printer, open it, and check
if there is any paper stuck inside. If 50, remove it
carefully without damaging the printer.
2. Ink or Toner Running Low: Make sure that the
printer has enough ink or toner. Check the print

s Classification cartridges and replace them if they are low,
3. Faulty Print Head: The print head may be

- lﬁssignmenf clogged or faulty, causing the printer to display the
*Out of Order® message. Try cleaning the print head

Service Desk

Summarize this ticket || Suggest a soluti

OpenText ©2025. All rights reserved. 48



OpenText™ Core Application Observability CE 24.2

Cost-effective app observability
with OpenTelemetry

* Instrument once, analyze anywhere: enable insights
across apps using OpenTelemetry’s portability, and avoid
clunky and outdated proprietary instrumentation

* Troubleshoot application issues faster: quickly identify the
golden signals at the code level and leverage guided
workflows to assist junior SREs in isolating problems

» Cost-effective observability: an intuitive SaaS-based
observability tool that won'’t break your budget like overpriced
APM vendors

SERVICE MAP

THROUGHPUT

OpenText ©2025. All rights reserved.
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OpenText™ Core Infrastructure Observability and OpenText™ Core Cloud Network Observability CE 24.4

End-to-end observability from the
datacenter to the cloud

opentext’ | opentext Core Network Observability 5 Network Map

. Gain observability across infrastructure, networks, and
applications to illuminate the underlying nature of application
performance issues beyond symptomatic events

. Close gaps in observability with cost-effective and intuitive
SaaS-based observability tools that won'’t break your budget
like overpriced APM vendors

. New! Troubleshoot application connectivity issues faster
with OpenText Core Infrastructure Observability, delivering
observability into public cloud networks and connections
between datacenters and clouds

d OpenText ©2025. All rights reserved. 50



OpenText™ Core Service Management, OpenText™ Core Universal Discovery and CMDB,

OpenText™ Core Project and Portfolio Management CE 24.4

FedRAMP® Authorized,
secure IT operations for
U.S. federal agencies

. Deliver modern IT services with codeless configs,
ITIL best-practice templates, and Al-powered work
options.

. Maximize asset value on budget by optimizing
ROI of your software and hardware assets through
their lifecycles.

. Achieve true IT visibility for faster resolutions
and reduced change risk through accurate IT
discovery

. Drive agency value through comprehensive
strategic portfolio management and investment
optimization, while ensuring projects are on time, in
budget and satisfy goals.

’
= opentext- | Service Portal v E e

Williams, Yvette

o

Your requests  Ask friends New request

News
! Webmail service disruption
Planned downtime for Webmail

= News about the OpenText
e \e. CoreContent Pilot
gy
4 ey 1 Seea!l e

Productivity and | 08, PCand Printer
Collaboration Recent Offerings
T -
information

y = September 20 2024
LAY TA N ko Ask abouta payrollsystem
AN 0\ B ; e/ | September 162024
"V B 7 Request New Hire Swag Kit
Benefits and Rewards g Employee Lifecycle September 17 2024

Request a new PC
September 17 2024

Hot Ideas

gp Security Application for Kids

“ Map Mash-Up

-

i

S - ¥ & [
‘Travel and Time Off Customer Services

-

© | Software Virtualization on SaaS

See all hotideas

.

> i = 4

- >

P < o

- f’f”“k‘;, L
PN W Y CE
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OpenText™ Core Universal Discovery and CMDB CE 25.1

Faster incident resolution with
more complete discovery of
network, OT and loT devices

* Gain a deeper understanding of your networks with Advanced
Discovery of Network. Use our spiral discovery to get more
detailed configuration information and service mapping for
network devices resulting in faster troubleshooting and
incident resolution when the network is involved.

* Increased visibility into operational technology (OT) and
Internet of Things (loT) devices for a more complete single
source of configuration truth for an organization.

Showing Customizable Dashboard of the Universal Discovery and CMDB (CMS) Ul

ot

= opentext" | Universal Discovery & CMDB Home

DASHBOARD INVENTORY
ORACLE CLOUD GOOGLE CLOUD

25 38
3 B pAddress

Interface

24

Oracle Cloud Image

B Node
B Cpu
Oracle Cloud Virtual Cloud...
Oracle Cloud Fault Domain
Oracle Cloud Subnet
B Cracle Cloud Storage Volu...
B CtherCls
AWS KUBERNETES
381 138

B pAddress

Cpu

Amazon ECZ Config
B ECZ Instance
B Interface
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OpenText™ Al Operations Management CE 25.1

Simplify event management with
OpenText Al Operations Management
Express - Private Cloud

« Eliminate maintenance and upgrade hassles
Offload OBM maintenance and upgrades to take advantage
of regular innovations and explore the full OBM feature set.

* Retain your customizations and data privacy
Single-tenant private cloud ensures privacy while supporting
your unique configurations.

* Implement quickly with reduced costs
Fast deployment with entry-level pricing

* Remain current with the latest releases
Access new features and premium capabilities in a
development environment. L.
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OpenText™ Al Operations Management CE 25.1

Improve application reliability with
correlated logs and service level

manageme nt o EEl sEmceLemomecyi\.ﬁ;per-':rmanc—LumaSpneresewice % | SLOTracking Pericds: Week X | Type o search for a context.
=
Log management B SOURCE NAME  STATUS  STARTTIME = ENDTIME
. % opsb_synthetic_.. Performance-Lu RUNNING 01 Jul 2024 12:00 AM IST 10 Dec 2024 11:59 PM IST 40.0%
» Faster access to relevant data in context of your . | — .
application / service. J— e :
* Quickly identify important messages: ’ 1008.0
Utilize search, alerting and in the future anomaly
algorithms to identify the key messages relevant inside 5 147.3
the large amount of log messages ' 1485.0
Service level compliance
* Keep your business reliable: Create, manage and inspect
Service Level Objectives (SLOs) with real-time alerts generated
for threshold breach violations in SLO error budget
* Broad Coverage: Create SLOs for application

services, on-premise infrastructure and Cloud R R T e

1485 1f

laaS and PaaS services |

d OpenText ©2025. All rights reserved.



OpenText™ Network Observability CE 25.2

opentext” | Operations Cloud

Simplify network management
with a private cloud deployment of
OpenText Network Observability

* Reduce IT infrastructure costs and complexity with a new
secure, single-tenant, private cloud deployment option

* Remain current with the latest releases through always
version current (N-2) deployments, getting new features
quickly without the need for installation, upgrades, and
maintenance

* All the capabilities of Network Operations Management:

* Single view for SDN, virtual, and physical networks
* Advanced change monitoring

* Enterprise scalability and device support

* Automated compliance with network policies

d OpenText ©2025. All rights reserved. 55



OpenText™ Automation Center CE 25.2

Accelerate vulnerability remediation
with seamless Tenable integration

* Instantly bring in scanning results: Import Tenable (or
Qualys) scanning data effortlessly

« Align fixes with no manual effort: Auto-correlate
vulnerabilities to patch requirements

* Focus on critical threats first: Assess risk & prioritize
vulnerabilities (incl. impact analysis)

« Ensure reliable and consistent remediation: Automate &
coordinate remediation, at scale (incl. job management)

« Create transparency: Remediation results with dashboard
insights

In addition to automating infrastructure vulnerability remediation,
OpenText Observability and Service Management Cloud
automates compliance with network policies—offering

everything you need to proactively secure your environment and L.

ensure continuous compliance.

[ INFRASTRUCTURE SERVICES DASH...

INFRASTRUCTURE SERVICES

A summary of your infrastructure services are displayed below.

ent of the cu
service will drill down to see additional information.

INFRASTRUCTURE SERVICE e

» 01_AC_RedHat 9

OpenText ©2025. All rights reserved.

41 11 1,145 540 )

This summary provides an assessment of the current vulnerability impact by Cl across your infrastructure services. You can apply context filters to refine the display
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OpenText™ Al Operations Management CE 25.2

Distribute expertise with OpenText™
Aviator for Al Operations

7% AVIATOR

Workspaces > Operations Console

@l Wie installiere ich den Amazon EFS CSI Treiber?

M t Event Perspective X Health Perspective X Perform [ ®
a n a g e m e n v R ey @ O Um den Amazon EFS CS| Treiber zu installieren,
= + H Title folgen Sie diesen Schritten:
Sev  Pr.. C | St.. Time Received g Cassandra Schritt 1: Offnen Sie die AWS Management
O 01:06:52 pm EZE:CNTZZT;::: Console und navigieren Sie zum Amazon EKS
v O 09:3402am | 33is mire than the Dashboard.
O o090808am configured threshold of Schritt 2: Wahlen Sie im linken Navigationsbereich
H H 1 @ 6/20/2024 02:59 30. [Aspect: Cassandr... > Cluster aus. Wahlen Sie dann den Namen des
® NeW! WOl'kﬂOW remedlatlon: ReCOm mendS Ideal QO 6/17/2024 08 54 Lifecycle State Clusters aus, fiir den Sie den Amazon EFS CS|
. . . . . . wa o 6/7/2024 10‘21‘:\ O ° o Q @ Treiber aktualisieren méchten.
remediation instructions based on existing workflows and O moresonng] o 2D i Wabln icimiken Novigatonsberic
O 77202 1019¢ Severity Priority Add-ons aus. Wahlen Sie dann die Option Amazon
b Major v Medium EFS CSI Driver aus.
run OOkS- 8 5;28;202“ 0114 Assignment Schrift 4: Wahlen Sie auf der Seite Add-ons
- . . . el 5/28/2024 12‘42\ _ auswahlen das Kontrollkastchen Amazon EFS CSI
« Unlimited expertise: Integrate custom KB and domain O sammeszos Treber im Abschitt Amazon EKS-Addons aus
O  5/28/2024 12:04 e Dann wahlen Sie Next.
content, enables OpenText IT Operations Aviator to provide : O shefonaizoz  Descrptn ' Schrtt 5 Fihren S aufder Sete Entellungen
] view O 5/28/2024 11‘59‘ Solution R flr ausgewahlte Add-ons die folgenden Aktionen
H H 1 1 1 d v (O 5/28/2024 11:49 o aus:
qUICk InSIthS to reSOIVe Issues across fu” monltore IT O 5/23/2024 12‘49: ?onﬁgu“::m" "e:s * Wahlen Sie die gewiinschte Version des Treibers.
O 5/23/2024 1249 Relate 4§ mambo3 * Wahlen Sie fur Select IAM-Rolle den Namen der
Ia n d Sca pe O 52312024 12‘49‘ [Windows] ’ IAM-Rolle, der Sie die Amazon EFS CSI Treiber
Q  5/23/2024 12 40‘ Node ¥ mambo3 IAM-Richtlinie beigefuigt haben. (Optional) Sie
- = = . [Windows] > - i
° . S b <0 kénnen die Optionalen
En hanced operatlons prOd UCtIVIty' u JeCt matter eXpertS 8 zz;zzz i z:\ Application Konfigurationseinstellungen erweitern und nach
H H H H H H | C d Bedarf andern.
can review, update and persist remediation instructions, O spsponeizse  ENE
. - D _S0EOM41S “‘. aune Qrhritt A Wihlan Qia Andariinnan cnaicharn 1im
available as part of events/tickets ® o @1 @n 01 ¢ " > B

<
d OpenText ©2025. All rights reserved. oY



OpenText™ Service Management CE 25.4

> Management CE253 Company Management Companies >

- - lena Corporation Companies
Expand enterprise service 5 oo © st -
Product Models
. Heiniain & clo Product Instances
management across your S
organization—and beyond i
Id Display label Pro Licenses ion Environment Environmen
120544 *xECM For Operations xECM xECM (1) Opentext 5aa5 EUS Public cloud
« Extend service management both internally and T OT Servicemanagement  Servies Managerment osm @52 Opentext SaaS EU Pubic coud
externally—from HR and facilities to customer-facing
154696 Software Bundles Bundle of Softwares Bundle Version 25.3 (25.3)

services, all through a single platform.

« Enhance service delivery with Al and content
integration to support privacy, governance, and industry-
specific use cases.

* Deploy and maintain services efficiently without costly
development resources.
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OpenText™ Network Observability CE 25.4

One cloud-hosted platform for
complete network observability
and configuration

« Consolidate monitoring, automation, and compliance into
a single cloud-hosted solution

» Gain real-time visibility across cloud and off-cloud networks

« Speed troubleshooting with real-time correlation of config
changes and performance data

« Customize to your needs with scalable, modular, version-
current capabilities

Log Summarization Overview

Active Alerts Auth Failures (24h) FTP Connections

7 132 46

Findings & Evidence

Severity Finding Representative Log

Multiple authentication failures for root/guest failure; rhost=220-135-151-1.hinet-ip.h

from global IPs.

inet.net user=root

Suspicious su activity Jun 16 @4:18:22 combo su(pam_unix}[25178]: session opened
Repeated su sessions for service accounts (cy yrus by (uid=g)
news) by root.

FTP connection flood Jun 17 28:55:86 combo ftpd[38755]: connection from
Many ftpd connection attempts from externa 82.252.162.81

IPs; possible scanning

potential reconnaissance.

Priority Actions

1. Harden 55H and enable automated banning (fail2ban).
2. Audit service account usage: rotate or lock if unused.
3. Disable/limit FTP to trusted networks.

4. Fix logrotate to prevent log loss/bloat.

5. Restrict SNMP to internal subnets.

SSH brute-force attempts Jun 15 ©2:@4:59 combo sshd(pam_unix)[28882]: authentication

logrotate failures Jun 17 ©4:03:36 combo logrotate: ALERT exited abnormally
ogrotate exited abnormally on severa with [1]

mornings.

External SNMP packets Jun 2@ 94:44:39 combo snmpd[2318]: Received SNMP packet(s)
SNMP traffic from external IPs detected; from 67.176.145.126

Services with Issues

logrotate

Recommended Action

Block IPs, disable root login,
enable fail2ban

Audit account use; lock if unused

Disable/limit FTP; firewall rules

Test configs; check disk &
permissions

Restrict SMMP to interna
network
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