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Securing the enterprise:
Survey reveals clear benefits
from IAM maturity 

According to new research from Foundry and OpenText,
stronger identity and access management (IAM) doesn’t just
reduce incidents; it also improves productivity, compliance,
and resilience. The opportunity is broad but underleveraged. 

An emerging identity crises:
The time for action is now 

  

of organizations have experienced an identity-related
security event over the past 12 months. 

53%
of those events

involved phishing. 

53%
of those events involved
employee credentials. 

92%

Organizations must fortify
their identity — or pay the price

The average respondent had experienced four identity-related security
events over the past 12 years. Considering the exorbitant cost of a breach,
organizations can’t a˜ord to leave their identity unchecked.

  4.88$
Cost of the average breach
involving phishing1

million 4.81$
Cost of the average breach
involving compromised credentials2

million 

Unlocking the potential of IAM
With the stakes so high, it’s no surprise that 36% of respondents have fully integrated
IAM across their systems. This "optimized" group has separated itself from the pack.
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Involving the IAM team
in broader operations:

Integrating IAM with cloud
and on-prem systems:

Consolidating identity data
across enterprise systems:

Adopting role-based provisioning: 

Adopting least-privilege access: 

Enabling just-in-time access: 

Optimized IAM All others 

The results speak for themselves
Organizations that have a higher level of investment in IAM are unlocking more benefits across their
organization, from improved employee productivity to a reduction in compliance violations.

Even more importantly, these organizations have seen a measurable improvement in overall security. 

 

 

 

of respondents reported an enhanced security
posture as a result of IAM improvements. 

for optimized IAM65% 

for all others57%

61% 

But building an identity-centric security
strategy is easier said than done

Despite the heavy financial risks, organizations face real-world barriers
that slow IAM improvement. Top challenges include: 

Lack of visibility into
rights and permissions 44% 

Meeting compliance and
audit requirements 37% 

Enforcing policies across
cloud and on-prem 35% 

Outdated access reviews 24% 

Manual provisioning
and deprovisioning

Pushback from
business users 

21% 

Managing
identity sprawl 

20% 

17% 

Managing third-party
access risks 54% 

Learn how OpenText can help you overcome these
challenges and unlock the potential of IAM. 

1 IBM, Cost of a Data Breach Report 2025
2 IBM, Cost of a Data Breach Report 2025 
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https://www.ibm.com/reports/data-breach
https://www.opentext.com/products/identity-access-management
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