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A year of rising infections 
and expanding attack 
surfaces, 2025 revealed one 
clear trend—cyberthreats 
are scaling faster than 
defenses.

Malware growth is surging
Business and consumer infections 
climbed sharply year over year
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Companies using both DNS and endpoint protection
saw 7.6% fewer infections than endpoint alone.

As organizations grow, malware 
exposure rises dramatically

Size amplifies exposure

Small
1-20 PCs

5.9%

Still targeted, 
with a 28% 
YoY rise

Medium
21-100 PCs

38.7%

The hardest hit, 
with +39% YoY 
infections

Large
101-500 PCs

72%

Sustained 
pressure, with a 
23% YoY increase 
in infections

Very large
501+ PCs

90.5%

90.5% experienced 
malware, averaging 
46+ infections per 
organization
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*Average malware infections per business
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Industries exceeding the overall 
malware infection average

Percent shown reflects how far above the 
cross-industry average each sector ranked

Manufacturing
Highest risk, driven by operational 

technology exposure and 
ransomware targeting.

+31.4%

Education
High endpoint density and legacy 

systems increase exposure.
+28.8%

Management of companies
Elevated risk due to downstream 

connectivity and access to 
multiple client environments.

+27.1%

Public administration
Increased targeting due to 

geopolitical tensions.
+24.6%

Information services
Sensitive client data attracts 
persistent threat activity.

+21.2%

Transport and warehousing
Growing exposure due to 

interconnected logistics and 
supply chains.

+9.3%

Confidence is up—but resilience 
is not keeping pace

Ransomware reality check

95% 
The majority of respondents express confidence in their 
organization’s ability to recover from a ransomware attack, 
signalling progress in overall preparedness... ...yet recovery 

remains limited, with only 15% of attacked 
organizations fully restoring their data.

49%
Even with increased confidence in recovery, 
half of respondents are more worried about ransomware 
attacks as AI evolves.

Attackers now scale both volume and precision
Phishing and spearphishing in 2025

Phishing and spearfishing explode

Phishing up 206% YoY, 
showing sustained acceleration

AI enables rapid personalization, 
contextual lures,

and automated campaigns

The boundary between routine
phishing and executive targeting 

is disappearing

464M+ Total
phishing
attacks

vs. 327M+Total
spearphishing

attacks

Spearphishing dominates, now the majority of targeted activity

Scale layered protection
across email, DNS, and endpoint

Validate ransomware recovery 
through testing, not assumption

Reduce high-risk exposure across 
growing endpoint environments

Prepare for AI-enabled phishing and 
precision social engineering

Attackers are scaling in 
volume and precision. 
Your defenses must 
scale in resilience.

Strengthen your security 
stack, tighten governance, 
and adopt layered protection.

Download the report

What leaders should do now

15%

https://cybersecurity.opentext.com/threat-report/
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