
DATA SHEET

OpenText SMB Cybersecurity portfolio
Achieve cyber resilience with a purpose-built portfolio designed for businesses

“Our clients in 
financial services 
and healthcare have 
strict compliance 
requirements that will 
often call for the full 
suite of Webroot and 
Carbonite solutions.”
Dan Meyers 
CEO, Computer Business 
Solutions

As cyberthreats evolve, companies must adopt a layered security 
approach to counter increasingly sophisticated cyberattacks. 
Social engineering and phishing attacks affect organizations of 
all sizes. Mitigating these risks requires multiple technologies 
and extensive employee training, often involving various vendors, 
which can be complicated and frustrating. However, companies 
can simplify this process and strengthen their defenses against 
evolving threats by using a unified approach from OpenText.

OpenText’s Cybersecurity portfolio
The OpenText™ Cybersecurity Portfolio is more than a cybersecurity suite; it’s 
a tailored solution for SMBs and businesses. Committed to simplicity, ease of 
use, and providing maximum value, our platform seamlessly blends cutting-
edge technology with user-friendly interfaces. Through industry-leading 
threat intelligence, automation, and a diverse product set, we revolutionize IT 
operations, empowering organizations to proactively secure assets. Think of it 
as a strategic investment in the future resilience and growth of your business.

Products
Data security

OpenText™ Core Email Threat Protection provides multi-layered filtering 
for inbound, outbound, and internal messages that permits legitimate email 
while automatically blocking malicious threats such as phishing, ransomware, 
impersonation, BEC, and spam-type messages.

OpenText™ Core Email Encryption simplifies data security by automatically 
encrypting emails and attachments containing sensitive information.  
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It enhances threat defense by encrypting or quarantining 
messages based on your defined policies, compatible 
with any email environment.

OpenText™ Core Email Continuity provides users access 
up to 30 days of company email across all devices even if 
infrastructure is down and integrates directly into Outlook 
(POP or IMAP).

OpenText™ Core Endpoint Protection offers next-gen, 
multi-vector security against malware, ransomware, 
phishing, and more, with real-time threat intelligence and 
automated remediation

OpenText™ Core DNS Protection is a DNS filtering 
solution that leverages the power of Threat Intelligence 
to enhance security and prevent access to malicious and 
inappropriate domains.

OpenText™ Core Security Awareness Training is a 
comprehensive platform that delivers continuous 
education and realistic phishing simulations to reduce 
risky user behaviors.

OpenText™ MDR delivers 24/7/365 threat hunting, 
monitoring and response capabilities from highly trained 
cybersecurity experts. It combines network visualization, 
traffic analysis, insider threat monitoring and endpoint 
security to offer the fastest time in the industry from 
threat detection to response in 9 minutes.

Data protection

OpenText™ Server Backup offers comprehensive, reliable and 
proven server protection and support for over 200 operating 
systems, platforms and applications including physical, virtual 
and legacy systems. Deployed onsite, it stores copies locally 
as well as in the secure Carbonite cloud.

OpenText™ Core Endpoint Backup is a comprehensive, 
automatic backup solution for all your endpoint devices and 
the data that resides on them. Endpoint Backup simplifies 
the administrative tasks associated with deploying protection 
across an entire organization, no matter the size, distribution 
or sophistication of the environment.

OpenText™ Core Cloud-to-Cloud Backup offers 
comprehensive backup and recovery of SaaS applications 
and boasts central management, granular restore, rapid 
recovery and flexible retention options. Our purpose-built 
backup solution ensures IT administrators can recover as 
much or as little SaaS application data as necessary.

OpenText™ Availability ensures the highest availability 
of Windows and Linux servers, preventing downtime and 
data loss. It supports physical, virtual, or cloud systems, 
making it a comprehensive high availability option for 
organizations with mixed IT environments.

OpenText™ Recover reduces unexpected downtime risk by 
securely replicating critical systems to the cloud, ensuring 
an up-to-date copy is available when needed.

OpenText™ Migrate leverages real-time byte-level 
replication to quickly and easily migrate physical, virtual 
and cloud workloads over any distance with minimal risk 
and near-zero downtime.

OpenText™ Core Business Communication Archive 
provides an easy-to-use, secure and unified information 
archive and eDiscovery service that simplifies management 
of historical email and electronic communication data.

More value from OpenText

Industry-leading threat intelligence protection
Our sixth-generation machine learning-based threat 
intelligence platform is used by over 140 leading security 
vendors worldwide. It provides accurate insights, 
identifying known and emerging threats. Our products are 
shielded from malicious content with near real-time threat 
intelligence from over 95 million endpoints, updated every 
5 minutes.

OpenText Secure Cloud
OpenText Secure Cloud is a powerhouse platform 
for SMBs and MSPs, offering security, productivity, 
compliance, and growth from one interface. Secure your 
environment, stay compliant, and grow your business 
effortlessly. Accelerate innovation, manage risk, and drive 
growth with OpenText Secure Cloud.

Microsoft cloud solution
As a Microsoft partner for over 20 years and the original 
Indirect Provider (CSP Program), we’ve won the Microsoft 
US 2022 Operational Excellence Partner of the Year 
award. With thousands of indirect resellers and over 
70,000 joint customers, we offer in-house support for 
Microsoft 365, resolving about 97% of M365 tickets with 
our own teams.

Achieve cyber resilience 
with OpenText
In today’s digital landscape, robust cyber resilience 
is essential. OpenText Cybersecurity provides a 
comprehensive suite of solutions, powered by industry-
leading threat intelligence, to protect against a wide 
array of cyber threats. Our integrated approach 
simplifies cybersecurity management, ensuring your 
business remains secure and compliant. Let OpenText 
Cybersecurity handle your security needs, so you can 
concentrate on driving your business forward.


