m opentextm CHECKLIST

OpenText Static Application Security Testing
version comparison chart

What's your version?

Compare versions and offerings for:
« OpenText™ Static Application Security Testing (SAST)
e OpenText™ Application Security ScanCentral SAST (SCSAST)

« OpenText™ Application Security (Previously known as Software Security Center-SSC)

OpenText Static Application Security Testing (SAST)

N

Feature benefits 231

Performance benefits New “Flight” engine

False positive improvements

©

23
©
Usability Accuracy improvements @ @
©
©

Scan policy @

Scan policy updates to reduce FPs

Customizable password checks @ @ @

©

Severity improvements @ @

Django/Flask autoconfiguration

SAST and tools installation split @ @ @

SAST engine and rules aligned releases

Secret scanning updates @ @ @

OS & Architecture support  Windows/macOS/Linux updates

Apple Silicon @ @ @

ARM support (Linux)

©

©
©
©
©
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OpenText Static Application Security Testing (SAST)

Feature benefits 231 2 2

»
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N

Build tools Updates to supported build tools

Gradle 8

Maven 3

MSBuild 17

©

Xcode 15

©
CIOMOR OO
OO O CINOR:

Xcode 16

Bazel 6.4

©

Bazel 7
Cmake

Al support Risk detection orginating from Al/LLM @
OpenAl API (Python) @
OpenAl API (JavaScript)

AWS SageMaker (Python) @

© 00000
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Langchain (Python) @
LangChain (JavaScript)

Google Gemini API SDK (Node.js)

Java Spring Al

Hugging Face (Python)

Faiss (Python)

AutoGen (Python)

Pandas

Tensorflow @ @

Anthropic Claude (JavaScript)

©
©

Anthropic Claude (Python) @ @

PySpark
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OpenText Static Application Security Testing (SAST)

Feature benefits 231 23.2 24.2 24.4

N

Languages and frameworks .NET/ASP.NET Core 7 @ @ @ @

.NET/ASP.NET Core 8 @ @

©

.NET/ASP.NET Core 9

©

Entity Framework Core 9

gRPC for .NET

Java 17 @ @ @
Java 21 @

Spring updates

© 00

Spring for GraphQL

Android 13 © © ©O ©
Android 14 ©
Android Jetpack (AndroidX) @

OkHttp

MyBatis updates © ©
MyBatis-Plus © ©
Java Simplified Encryption (Jasypt) © © ©
c17 © © O
c23 © ©
C++20 @ @ @ @
ABAP 7.x ©
Python 3.10 & 3.11 © © © ©
Python 3.12 © © ©
Python 3.3

©
©
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Jupyter Notebooks
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OpenText Static Application Security Testing (SAST)

Feature benefits 231 232 242 24.4 2
Languages and frameworks Django 4.2 © © ©
Django 5.0 © ©
Django 5.1
Flask 3 ©
PyCryptdome and PyCrypto © © ©
Paramiko © ©
MySQL Connector/Python © © ©
ECMAScript 2022 (ES13) © © © ©
ECMAScript 2023 (ES14) © © ©

ECMAScript 2024 (ES15)

Node.js 4 @ @

Node.js 21

Vue 2 @ @
Angular 14 & 15 @ @

Angular 16 @

OO OO

Angular 17

React 18.2 @ @
Kotlin 1.7 @
Kotlin 1.8 ©

Kotlin 1.9

©

Kotlin 2.0

G0 118 & 1.19 @ @
G0 1.20 @

Go 1.21-1.22

QOO OO O CICICIC IO IO OO
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Go 1.23
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OpenText Static Application Security Testing (SAST)

Feature benefits 231 23.2 24.2 24.4

Languages and frameworks PHP 8.2 @ @ @ @
PHP 8.3 © ©

N

PHP 8.4

PLSQL 23

© © ©

Flutter © © @)

Salesforce Apex v56 @ @ @

Salesforce Apex v58 @ @
©

Salesforce Apex v60
Salesforce Apex v61

Initial PowerShell Support (regex) @

©

Solidity

Bicep @

Dataflow for ARM JSON and AWS
Cloudformation

©

© 00 ®
QOO ORI IO O OO IO OIOIG

Dataflow for HCL (Terraform)

Initial PowerShell Support (regex) @ @ @
Mappings and reports* PCIDSS 4.0 @ @ @

PCIDSS 4.1

PCI SSF 1.2 ©

OWASP Top 10 API Security Risks 2023
OWASP Mobile Top 10 Risks 2024

OWASP MASVS 2.0 @

© 0000
QIO OO
QIO OO

CWE Top 25 2023

CICHORONOICIOCHONOICECEON OO OO OO OO OO OO

CWE Top 25 2024
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OpenText Static Application Security Testing (SAST)

2 2 4

N

Feature benefits 231

Mappings and reports* Center for Internet Security (CIS) Benchmark

NIST Special Publication 800-53 @
Revisions 4 and 5

DISA STIG 5.2 @

O 0 60 Qs
© 0 O Q=

DISA STIG 5.3

DISA STIG 6.1

© 00 © Q=

DISA STIG 6.2

MISRA C 2023

©

MISRA C++ 2023

CEEO OO O OO CEROR:

Smart Contract Weakness
Classification (SWC) @ @ @

*Reports for OpenText Application Security (formerly SSC) available via separate download.

OpenText Application Security ScanCentral SAST (SCSAST)

Feature benefits 231 23.2 24.2 4 2
Build tools Updates to supported build tools @ @ @
dotnet @ @
Deployment Database migration container
Docker images and Helm chart @ @
Platform Flexible job assignment
REST API documentation @

Scan de-duplication

Upload retry @
Usability .NET remote translation and scan on Linux @

Auto detect Python requirements.txt

Build tool auto detection @ @

SOOI CIONCHOIOICIOICIORE:
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© 000000

Cobol remote translation and scan @
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OpenText Application Security ScanCentral SAST (SCSAST)

Feature benefits 231 23.2 2

H
N

© 0 00 © Qe

Usability Debricked CLI integration
Debug log archive download

Open source manifest packaging
for OpenText™ Core Software @

©

©
Composition Analysis

©

©

Packaging with different java versions @

SCA scan policy

© 0 0 0 6=s

Set java properties through
environment variable

© O 0B ® O 6=

Wait for SSC processing @ @

©

N

Feature benefits 231

Platform benefits Priority override

Sticky introduced date

23
©
Events log filtering @ @
©
©

Custom system banner

Data retention policy

CIOICINCINOM-
CHCICICIOMC:

SCSAST runscan permission

SCSAST page updates

Issue attribute change tracking

©

Application page rewrite MVP
Performance benefits Job processing enhancements @

Core benefits SCSAST Docker images

©

New issue data export API @
Automation token type

Debricked SBOM download
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OpenText Application Security (Previously known as Software Security Center-SSC)

Feature benefits 231 23.2 24.2 24.4 25.2
Reporting benefits CWE Top 25 2022 @ @ @ @ @
PCIDSS 4.0
PCI SSF 1.2 © © © ©

DISA STIG 5.2

OWASP API Top 10 2023
OWASP Mobile ASVS

Reporting start/end times in Ul @

Database benefits MSSQL support in AWS

©

DB Perf/Maint guide @

INT->BIGINT data type

O 0000 ®

MSSQL support in Azure @

QIO IO ORI CING
QIO IO ORI CING

MySQL support in AWS & Azure

MySQL support in GCP

Integration/Support RHEL9 support
benefits JIRA server support @ @
FIPS in RHEL

Supports Azure DevOps 2022
Dark theme @

Accessibility improvements

© 000 ©

Opentext rebranding @ @

OO OO O OO B

SSC rename to “Application Security”
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