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OpenText Data Access Governance Solutions

Traditionally, leading identity and access management (IAM)
and identity governance and administration (IGA) products
have focused on governing data access to applications and
the data housed and controlled by those applications. But
what about the data outside the scope of applications?

Security analysts have concluded that the “elephant in the room” is the lack of
governance for an organization’s unstructured data; that is, the file-based data
that comprises more than 80 percent of an organization’s total data according

to multiple analysts’ estimates.!

When it comes to securing access to the confidential, sensitive, and even
mission-critical files stored among this unstructured data, data access
governance solutions from OpenText provide an integrated product approach
to discovering sensitive files, reporting on permissions and metadata, securing
files through permissions remediation and file management actions, and
certifying proper access through access reviews.
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Introduction

In recent years, data breaches have been the subject of numerous news
stories. In fact, the frequency of data breaches and the resulting exposure of
sensitive information has become so common that these stories now tend to
focus on the most extreme occurrences. Lest we forget or miss some of these
reported incidents, publications such as Business Insider, Wired, and Digital
Information World conclude each calendar year with their rankings of the worst
cases of data breaches.

Data has value to both the organization that owns it and the outsiders who
want to access and exploit it. However, unauthorized access to data is not
always based on nefarious intent. For example, access permissions are
assigned temporarily but not removed, roles change, group memberships are
modified, and before you know it, an internal user has access to data he or she
should not have.

With the ramifications of unauthorized access ranging from loss of consumer
confidence to severe fines, securing data through access controls is a high-
priority objective of all organizations.

Comparing risk: Structured and unstructured data

For analysts, security personnel, and legislators, the traditional focus on data
security has been on the records stored in databases. Known as “structured
data,” this data is a primary source for personally identifiable information
(Pl), health records, account numbers, passwords, and other confidential
information that, when accessed by unauthorized individuals, can have
potentially devastating consequences. To protect PIl, health information,

and other sensitive data, governments have established privacy regulations
with which organizations must be in “compliance” or face potentially severe
consequences. For this reason, organizations are required to periodically
perform “access reviews” of who can access sensitive data.

Most applications that store structured data in a database have inherent security
mechanisms in place relative to the application. For example, OpenText™ ldentity
Manager, along with OpenText™ Identity Governance, validates and reconciles
access controls to these applications, inherently controlling access to the
structured data.

An equally vulnerable, but historically less emphasized data set is
“unstructured data.” Unstructured data is file-based data—word processing,
spreadsheets, media, virtual images, and other files that make up more than
80 percent of an organization’s stored data. Unstructured data is stored mainly
on file servers, storage area network devices (SANs), and in the cloud. And like
structured data, unstructured data can also contain sensitive information that
needs to be protected. In some cases, it could be Pll exported from structured
data sources. But it’s not just about PIll. Unstructured data can be the “crown
jewels” of a company’s data. Microsoft Excel files might contain profit and

loss data, Microsoft Word files might include legal information, and Microsoft
PowerPoint files might include sales forecasts.
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Data discovery

Gartner does not specify a requirement for data discovery in its DAG definition,
but has mentioned that some vendors identified in the DAG market segment
provide this capability.* Data discovery through OpenText Core Data Discovery &
Risk Insights is offered in the broad-spectrum data access governance solution.

OpenText Core Data Discovery & Risk Insights helps secure both structured
and unstructured data by performing robust sensitive data discovery and
classification through grammars, patterns, and risk score tagging. For
unstructured data, this means the capability to review the content of all files in
a specified target path and locate PII, credit card numbers, word patterns such
as “acquisition” or “merger,” or any other data strings that could classify the file
as sensitive.

Data ownership reporting

Unstructured data repositories are a natural target for outsiders and
unauthorized insiders due to the immense amount of content stored there.
While there are plenty of redundant, outdated, and trivial (ROT) data that
should probably be deleted, there are certainly also numerous files containing
sensitive information.

By generating ownership reports using OpenText File Reporter, you can
identify the owners of each file and then refer to those owners to determine
whether the file should be kept where it is, deleted, archived, or moved to

a more secure location. For those files that are kept or secured, an access
review of the files can determine if the file’'s owner is correct or if a new owner
needs to be assigned.

Security reporting

Before you can implement measures to govern access to unstructured data,
you must first determine who has access permissions to the data. With this
knowledge, you can make any needed changes to directly assigned access
permissions or group memberships.

The challenge is that identifying unstructured data permissions is much
more complex than identifying application permissions. Contributing to

this complexity are all of the NTFS permission types, security principles,
security identifiers, inheritance, group memberships, Active Directory access
control lists, and other factors. The difficulty in determining accurate access
permissions is a major reason why most IG vendors do not offer the ability to
provide access reviews for unstructured data.

Since its introduction, OpenText File Reporter has been able to report assigned
and effective file system user permissions for all folders and subfolders from

a specified file system path. Furthermore, you can identify all users who have
any type of access permissions to a specified network folder, as well as all of
the network folders that a specified user can access.

OpenText File Reporter can also report on the access permissions located in
Microsoft 365 cloud applications (Teams, OneDrive, and SharePoint Online),
including who has access to a specified document library and all document
libraries that a specified user can access.
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