THE INCIDENT RESPONSE DECISION TREE opentext"

INVESTIGATION

INCIDENT Any one of a number of REQUEST
OCCURS > departments can notice
the incident and request Policies must encourage

an investigation. people to come forth
when they suspect
something inappropriate

Assessing the nature of

the incident is critical to

determining how to proceed.

« Intellectual property theft

» Employee misconduct

» Data spillage

 Sensitive information stolen/accessed

INVESTIGATION
TYPE
ASSESSMENT

can be any type

is occuring. e Etc ...
VOLATILE DATA? TARGETED FORENSICS? BROAD AUDIT?
\?;:fiIzhgai?:iiiggé,pse;i&lfr;;ohzcking, Is this a targeted investigation of ¢ ) Is a broad audit of many N

an individulal or group?

malcode, or ongoing activity? machines required?

{ ! ! h

Automated bot or Policy violation or
interactive ;ession ‘ employee misconduct?
?gsgp)authorlzed entity? SENSITIVE HACKING/ EDISCOVERY PROACTIVE AUDITS REACTIVE AUDITS

DATA SPILLAGE MALCODE AUDIT Legally generated audit. for policy violations. for policy violations.

4 | !

The potential leakage of
MISCONDUCT sensitive data may require . . . . . -
legal to be aware of Determine search Establish proactive audit Personal information is
o : Scope scope network, files objective, identifying the subject to audit.
additional audit procedures ! ! o
being performed ERCEe  keywords, data specific types of Pll that may
) range, and users. be exposed or searched
L | E-discovery is a component
i ega f th -trial ph f
Human HR should be informed Both HR and Legal _ Who can be involved g ﬁti;aﬁfge trialphase o
ReSOUICes of investigations Legal & HR must approve of Security f: roIITc\)AlIJtapr(C)iFeDZEIrgs :
Lesel In some situations‘ of individuals. the investigation. assessment and ensure sensitive
hacking must be disclosed. data is protected.
v v
If Pl is exposed, Legal Determine search
\ 4 Legal must be involved, especially Scope scope network, files,
if the investigation involves assessment keywords, data
Is the bot/user enumerating Scobe Determine search ‘ Test search criteria computers in the EU. range, and users.
your network activity or ' ' . ' p scope network, files, ICERAGCIHREN on sample computers
. ) 5 Using computer forensics, triage drive to EERESS [l  keywords, data range, to ensure accuracy.

targeting a single system? quickly assess validity of claims. and users.

v Test & Test search criteria on

Determine search

fi sample computers to ﬁ
Execute search Scope scope network, files, LSS ensure accuracy.
cEEEEElEie]  keywords, data
Test search criteria range, and users.
( l Tes,t & on sample computers
refine to ensure accuracy.
INVALID
TARGETING < A 4
Execute search
Acquire files and metadata in evidence o
A 4 containers and preserve. Test & Test search criteria
refi on sample computers h
Sl to ensure accuracy.
Execute search
Criminal or WRITE REPORT OF FINDINGS v
. . PPN
All of the following must policy violation? No Supporting evidence was found. QA - Does the Cylleq data
be considered: information Index. de-duplicate, match search criteria?

oIl dissemination, configuration v Process and build load file, or
chgnge/pa.tch cL:pdates restore to native files.
and powering down

affected computers.

Execute search

Report of all compromised

computers and degree
of compromise.

< QA - Does the culled data
. Any initial evidence may CRIMINAL R diat Kill processes, wipe
Preservation need to be forensically SR files or seize computers.
acquired and preserved.
Does PIl exist in
. This ensures accuracy and unauthorized
v Which laws have Report of remediation. location?
been broken?
Legal and HR must
Legal & HR be informed to
. ) Identify characteristics direct further action.
Fingerprint of the malware/hack:
hashes, ports, behavior.

( STOP Does the policy

appear to have been violated

in a meaningful manner?
INTERSTATE/
Is the activity related to theft of INTERNATIONAL
sensitive data or exposing your
network to potential malware?
Disciplinary Non-disciplinary

| Legal, HR & All appropriate authorities
. I’ | _ INTERSTATE/INTERNATIONAL
e ol F = must be contacted immediately Legal and HR

forcement to direct further action. WRITE REPORT Legal & HR must be informed to

@ OF FINDINGS direct further action.
v
) 4
. ; All appropriate authorities . Kill processes, wipe files
Acquire and Date must be acquired, ‘_) Legal, HR & must be contacted immediately R or seize computers.

preserved and processed USSS/FBI . -
reserve ; to direct further action.
P for attorney review. Depending on the policy Report network status to IT.
Legal & HR Legal or HR must
be informed.
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Escalate appropriately. Secure perimeter devices.
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This ensures accuracy
of remediation.

Based on the evidence, where

there ad_ditiohm individuals Evidence preservation is now critical
or machines involved? to prosecute. Seek profession assistance GO TO TARGETED FORENSICS
immediately to image digital data. k
A targeted forensic investigation should
. be conducted on each violator to
Legal Notify legal. determine intent and acquire evidence.

GO TO BROAD AUDIT

Use forensic technologies to conduct a broad audit of potentially
affected networks to identify all compromised machines.

REPORT
Write report of findings.
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