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EnCase Mobile Investigator

Investigating evidence hidden within mobile devices
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With 67% of the world’s population owning a mobile device,
digital forensic investigations require a through look into the
evidence potentially looming inside one of these devices.

EnCase Mobile Investigator enables you to intuitively review, analyze, bookmark and
report all mobile evidence relevant to a case within a single framework. With advanced
mobile forensic extraction and analysis capabilities, EnCase Mobile Forensic supports
over 35,000 device profiles and investigates smartphones, GPS devices and devices
associated with the loT. Designed to enhance the way investigators review critical
mobile device evidence, EnCase Mobile Investigator is built with a deep understanding
of evidence integrity so that you can seamlessly complete any investigation with
peace of mind.

Feature Description

Unlock/bypass Empowers the investigator by offering built-in bypass
functions to ensure that no evidence within a device can be
hidden or is inaccessible

Comprehensive Including SQLite, Plists, archives, PDF, HTML and more,
data source investigators are able to gather the widest variety of
support evidence for their case

Powerful OCR Enables investigators to find, extract and analyze data
support within graphic files when running keyword searches
Cloud access Allows investigators to gather and review evidence

from Google Drive, Twitter, Facebook and others

Regular expression Provides the ability to locate credit cards, e-mail addreses
review and phone numbers

International Facilities mobile investigations across the globe with
language support support for Spanish, French, Polish, Chinese and English

Emoji searching Helps investigators locate important evidence by searching
emotion-based communications

Activity timeline Enables investigators to identify high-frequency activities

Full-text indexing Facilitates thorough investigations by digging deep
for relevant communications

EnCase Mobile Investigator seamlessly adds a large variety of evidence into a single
interface to be able to search, parse, review and report on the digital data from most
digital sources.
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With evidence support ranging from text messages, call records and photos to
application data, EnCase Mobile Investigator empowers investigators to work the
case thoroughly and efficiently. Providing the ability to investigate current iOS,
Android and Windows devices, as well as legacy BlackBerry support, EnCase
Mobile Investigator helps you conduct a thorough investigation.

EnCase Mobile Investigator delivers the evidence extraction capabilities you need
for your investigation, from logical, physical, file system and cloud data extractions,
to lock and password bypasses and chip dump extractions and processing. In
addition to the extraction options, EnCase Mobile Investigator supports analytics
of the data collected to include searching and indexing, OCR of data, image carving
and data recovery. Because over 90% of the time spent on a mobile device is spent
inside an App, EnCase Mobile Investigator’s App directory keeps all of the Apps
together with both parsed data and easy links to follow to any raw data associated
with the App, and shares the metadata on the App with permission controls.

Once your investigation is complete, other investigators, law enforcement, human
resources and IT/Security professionals are likely to depend on your report for

a comprehensive yet easy-to-read account of your findings. EnCase Mobile
Investigator provides a variety of report options that enable you to share your
findings in a way that delivers the pertinent information to the right parties.
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For more information, visit us at http://security.opentext.com. At OpenText, we're
helping you make the world a safer, more secure place by finding the truth in data.

About OpenText

OpenText, The Information Company, enables organizations to gain insight through
market leading information management solutions, on-premises or in the cloud. For
more information about OpenText (NASDAQ: OTEX, TSX: OTEX) visit: opentext.com.
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